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Fraunhofer-Gesellschaft
At a glance

Applied research focusing on key future-relevant technologies and the commercialization of findings in business and 

industry. A trailblazer and trendsetter in innovative developments.

Approx. 32,000 
employees

75 institutes 
and research units

30%

70%

Industrial contracts 
and publicly funded
research projects 

Base funding from
Germany’s federal
and state governments

Business volume of €3.6 billion
Contract research totaling 
€3.1 billion

3 October 7, 20263
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▪ Ensure stable institutional funding 
(after adjusting for inflation)

▪ Annual increase of 3% 
(Pact for Research and Innovation)

▪ Together, these revenue sources should 
account for at least two thirds of contract 
research revenue

▪ Target: a balanced ratio

Institutional
base funding

Industrial revenue Public project funding

Fraunhofer-Gesellschaft
The Fraunhofer model involves generating at least two thirds of revenue from external sources
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Fraunhofer-Gesellschaft
The Fraunhofer-Gesellschaft's global network

5

8 legally independent foreign 

affiliates 

1 opening soon

Santiago de Chile

São Paulo
Campinas

Bengaluru

Melbourne

Singapore

Beijing Seoul

Ulsan

London

Riverdale

East Lansing Brookline
Plymouth

Gothenburg

Brussels

Graz

Vienna

Enschede

Bolzano

Porto
Évora

Glasgow

Active collaboration with 

partners in roughly 90 countries

5 representative offices 

build bridges to local markets 
around the world

Vila Real

⚫ Foreign affiliate
⚫ Center
⚫ Representative office
⚫ Innovation platform

⚫ ICON project
⚫ R&D (miscellaneous) 
⚫ opening soon

Ostrava

Ravenna

Tel Aviv

Naples

Oslo

Cambridge

Kyoto

Wattens
Klagenfurt

Naju

Aarhus

Pittsburgh

Tokyo

Barcelona

Plouzané
Waterloo

Southport

San Jose Sejong

Taichung

Galway

Boulder
Kanazawa
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#WHATSNEXT
Applied research and technology transfer

Building a bridge to industry

▪ Application and transfer of new technologies 

– transferring innovative concepts into practice

▪ Development of innovative solutions, contract research

in customer-individual projects

▪ Licensing of methods and tools 

on the basis of innovative Fraunhofer technologies

▪ Potentials analyses, studies, and expert reports 

from a neutral, independent perspective

▪ Seminars, presentations, and coaching

customized to your needs

▪ Strategic collaborations on key topics

along our competencies and focus topics

07.10.20266
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Fraunhofer IESE
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The Institute for Software & Systems Engineering
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Our vision: 

Dependable digital Systems.

Our mission:

Applied research for excellent, efficient software and systems 

engineering. We develop leading-edge, dependable, and resilient 

systems that increase the success of our partners.
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Fraunhofer IESE
Organigramm
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DSYS at a Glance

Page 15

Four complementary departments with a shared dependability focus

Data Science: 

Dependable and certifiable AI;

AI for Software & Dependability Engineering.

Safety Engineering: 

Model-based AI-supported Safety Engineering;

Safety assurance for connected automated systems.

Security Engineering: 

Cybersecurity and data sovereignty; 

AI-supported Security Engineering + AI-supported Compliance

Digital Health Engineering: 

Digital Health solutions with a focus on Dependable AI and 

Interoperability

Division DSYS key features

▪ DSYS combines four complementary departments: 

three addressing key dimensions of dependability and Digital 

Health Engineering applying them in a critical domain.

▪ A distinctive competence portfolio builds on a strong 

research track record across these fields..

▪ Strong research, industry and policy networks support 

scientific excellence, standardization and transfer.

▪ Dependability is becoming essential for future critical 

systems, while major research challenges remain unresolved.

▪ This creates a focused and coherent division that contributes 

directly to the IESE mission and strategic priorities.

© Fraunhofer IESE10/7/2026
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Collaboration within DSYS Creates Distinctive Strengths

10/7/2026 © Fraunhofer IESEPage 17

Integrating Safety, Security, Data Science, and Digital Health

AI-powered Dependability Engineering with special focus on Safety and Security Engineering

▪ AI4SE is a natural topic for us as SE institute and now becoming a prime objective with the focus shift towards efficient software engineering; 

▪ DSYS has a strong portfolio of collaborative projects, including MedSafe, TITAN, AI4SDV, MOD2SDV, and upcoming IPCEI AI projects.

Dependable AI, developing technologies for dealing with uncertainties

▪ Multiple departments jointly contribute to dependable AI through UncertAInty, FHIRStarter, PETRA, Safe AI Engineering, MedSafe, TITAN, IPCEI AI, 

Q-AI, and FCAS.

▪ We are heavily engaged in standardization wrt AI uncertainty (ISO/IEC TS 25223 in particular)

▪ The strategic objective is a shared AI Uncertainty Management toolkit applicable for both, AI4SE as well as assuring AI in autonomous systems

Safety-Security Co-Engineering

▪ SmS conference at IESE & series of projects with significant volume in research and industry 

▪ Presently writing a Whitepaper with an influential standardization group (SmS, Safe AI and DE-AISI)
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Cross-Divisional Collaboration Creates Greater Impact

10/7/2026 © Fraunhofer IESEPage 18

Combining complementary capabilities in strategic application domains

Autonomous Systems, Autonomics, and Robotics

▪ IESE has a long track record in dependable autonomous systems, complemented by several current industry projects such as 

current projects with Huawei, TIER IV, ARTC, Hitachi

▪ Joint activities across divisions combine Safety, Security, Data Science, architectures, digital twins and virtual engineering.

▪ Projects such as MOD2SDV demonstrate the value of combining these capabilities around shared system challenges.

Pharma 4.0 

▪ A growing project portfolio includes ATMP, RNAuto, Vimoprop and, presently the IHI project Easygen.

▪ The joint focus is on higher levels of automation in pharmaceutical production, particularly quality assurance and quality 

management.

▪ Collaboration combines Safety Engineering and Digital Health expertise from DSYS with Virtual Engineering and digital-twin 

capabilities from other divisions.
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Model-based 

Safety(&Security) Engineering
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Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

07.10.2026 öffentlich

Typical Safety Engineering Tool Landscape

Hazard analysis and risk 
assessment (HARA) 

Usually table-based

Safety Case

Fault Tree analysis

e.g. Isograph FaultTree+

Architecture Design

with UML Diagrams

Dependencies between contents 
of different documents

Safety concept

(Safety measures)

System A

20

Functional and 
Safety 
requirements 
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Integrated model-based Safety Engineering

Safety concept & safety case

Documentation through (GSN)

Modular component-integrated 
failure modeling  with Component 

Fault Trees (CFT)
Functional/ logical/ technical system 

design

Hazard and Risk Assessment 
(HARA)

◼ Integration of the safety artifacts in a model 
repository

◼ Formal traceability

◼ Reusability of elements

◼ View tailoring

21

Domain ontology
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Safety Engineering with safeTbox
Hazard and Risk Assessment (HARA)

Supports

▪ Predefined HARA Template for Automotive Domain 

according to ISO 26262 

▪ Functional Hazard Analysis (FHA)

▪ Catalog definition for HAZOP guide words and Situations 

(Driving and standing)

▪ Risk Assessment

Key Features

▪ Table-based UI (intuitive)

▪ Modeling elements can be reused in UML or safeTbox 

diagrams

▪ Validation check (for completeness)

Element generation

Hazard 

Safety Goal

HARA Assumption

22
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Safety Engineering with safeTbox

Architecture design

Supports

▪ Generic representation 
▪ Functional, logical & technical architecture
▪ Focus in the interaction with safety engineers
▪ Complexity handling though model 

hierarchization
▪ Variability through realization views
▪ Reuse through instantiation

Key Features

▪ Type-instance consistency
▪ Formal allocation to failure models

23



- Public -

Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

Supports

▪ Component Fault Trees
▪ Qualitative + Quantitative analysis
▪ Variability, reuse as in the architecture 

design
▪ SysML-Support CFT <-> SysML Block

Key Features

▪ Interface consistency between 
Architecture and Fault model

▪ IESE analysis engine

Safety Engineering with safeTbox
Fault analysis with (CFTs), we use this A LOT

07.10.2026 öffentlich24

Mapping between 
functional ports and 

failure modes
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Safety Analysis features

◼ Qualitative Analysis

◼ Minimal Cut Sets Analysis

◼ Quantitative Analysis

◼ Top Event probability

◼ Event importance analysis

◼ Common Cause Failure Analysis

◼ Integrated fault tree analysis with IESE's own 
engine or with the certified FTA tool Isograph 
FaultTree+

◼ Results as excel export/modeling element

öffentlich25
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Safety Engineering with safeTbox
Safety Concept / Case

Supports

▪ Safety Concept and Safety Case documentation based 
on the Goal Structuring Notation (GSN) [1]

▪ Integrity level allocation

Key Feature: Formal Traceability to existing modeling 

artefacts; e.g.

▪ HARA
▪ Architecture
▪ Fault model
▪ ConSert

[1]  http://www.goalstructuringnotation.info 

HARA

High-Level 
Req.

Argumentation 
composition

Safety goal

26

Allocation to 
components

http://www.goalstructuringnotation.info/
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Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

Free safeTbox download at https://www.safetbox.de

Visit our Blog

Please contact us under 

safeTbox@iese.fraunhofer.de

Services

• Integration of safeTbox into your toolchain

• Trainings for safeTbox

• Customization

• Methodical safety engineering support

Curious? 

07.10.2026 öffentlich27

mailto:safeTbox@iese.fraunhofer.de
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Project Examples
Model-based safety engineering e.GO Life

Challenge

▪ Conduct the required safety engineering activities

as per ISO26262 for a newly developed electric car

Contributions of SAF
▪ Item definition

▪ Hazard and Risk Analysis

▪ Creation of a functional architecture

▪ Safety analysis on the functional architecture

▪ Development of the functional safety concept

▪ Partial development of the technical safety

▪ Validation goals

▪ Safety case

Customer Benefits / Results
▪ Creation of safety engineering work products

for the e.GO Life

© Fraunhofer IESE10/7/2026Page 28
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Project Examples
Safety-Security for Major Automotive Industry Client

Challenges

▪ Development for recent ADAS and planning 

ahead for Autonomous Vehicles

▪ Safety and Security co-engineering

▪ Comply with international automotive standards 

incl. ISO 26262, 21434

▪ Integrate with EAST-ADL modeling language

https://www.fhwa.dot.gov/publications/resea
rch/operations/15032/index.cfm

ADAS Use Case: CACC Platooning

V-Model Lifecycle

Automotive System 

Modeling Language

ISO 26262, ISO 21434

https://www.fhwa.dot.gov/publications/research/operations/15032/index.cfm
https://www.fhwa.dot.gov/publications/research/operations/15032/index.cfm


- Public -

Project Examples
Safety-Security for Major Automotive Industry Client

Key Results

▪ Prototypical model-based tool support in 

SafeTbox

▪ Integrated Safety and Security Co-engineering

▪ HARA + TARA

▪ Systems-Theoretic Process Analysis

▪ FMEA + FMVEA

▪ Component Fault Trees

▪ Assurance Cases via Goal Structuring Notation

▪ Support from item definition up to technical 

design phase

Prototype Model-Based Tool Support

STPA

V-Model Lifecycle

HARA, TARA, CFTs, FM(V)EA, GSN
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Implementation of ISO/SAE 21434 “Road Vehicles – Cybersecurity Engineering”

10/7/2026 © Fraunhofer IESEPage 31

Service / consulting / training

Target group

▪ Primary: Automotive manufacturers and automotive suppliers

▪ Secondary: Companies that supply products and services with 

corresponding safety and security requirements

Customer challenges

▪ Implementation of the ISO 21434 standard

Offerings

▪ Advising the customer on the implementation of the new standard 

ISO/SAE 21434 “Road vehicles – Cybersecurity engineering” (from 

August 2021)

▪ Integration of cybersecurity engineering with safety engineering 

according to the companion standard ISO 26262 “Road vehicles –

Functional safety”

▪ In cooperation between Div1 and Div2, we offer tool support based 

on the existing tool safeTBox

References

▪ IESE-Report 009.22/E “Threat Analysis and Security Requirements 

Elicitation“

▪ Huawei (TR 1.7 “Safety-Security-Co-Engineering“)

▪ NewTec

▪ Japan Manned Space Systems Corporation (JAMSS)
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Network-based Penetration Testing

10/7/2026 © Fraunhofer IESEPage 32

Service

Target group

▪ Companies that are not sure whether they are vulnerable to external 

attack and whether the security measures they have taken are 

effective

Customer challenges

▪ Initial situation: Requirement from various standards and possibly 

also from the company's own ISMS

▪ Issues: 

▪ Lack of expertise, staff, and tooling to perform penetration tests 

professionally

▪ Lack of expertise and staff to remediate the identified findings

Offerings

▪ Independent and neutral determination of the current, externally 

accessible attack surface

▪ Verification of the effectiveness of the implemented measures

▪ Proof of implementation and, if necessary, follow-up of such scans 

incl. development

▪ Recommendations for implementation (guidance)

References

▪ Fraunhofer audits

▪ MBCC Group

▪ DAMOVO
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AI for Software Engineering

07.10.2026 © Fraunhofer

Challenges

▪ Performance, Quality & Security: A primary challenge is managing GenAI's output, which can lead to efficiency loss, poor 

software quality, and the introduction of subtle but critical security vulnerabilities that are difficult for developers to detect.

▪ Compliance & Safety Certification: Flaws in GenAI work products complicate adherence to strict industry guidelines like 

ASPICE or CMMI and create significant hurdles in the approval and certification process for safety-critical systems.

▪ Accountability & Tool Qualification: A key governance question is “who is responsible when AI-generated software fails?”. 

This is linked to the lack of reliable methods to formally validate and qualify AI-based tools for use in professional, high-risk 

environments.

▪ Data Privacy & Intellectual Property (IP): There is a major business risk in protecting proprietary source code from being 

sent to third-party cloud services. This is compounded by the legal uncertainty surrounding the ownership and licensing of AI-

generated code. In addition, models trained on “unknown” data provide opportunities for attacks.

▪ Human Expertise & Skill Evolution: A critical task is redefining the essential competencies for professionals. This includes 

finding ways to teach and maintain irreplaceable, foundational skills as the experience of building systems "from scratch" 

becomes less common due to over-reliance on AI. Technical debt can become a major issue.

▪ Organizational & Financial Overhead: Beyond individual productivity, companies face a high total cost of ownership from 

subscriptions and hardware. Furthermore, there is significant effort required to integrate, continuously monitor, and update AI 

tools effectively within established development pipelines, corporate processes, and training programs.

Human-AI Co-Engineering with Quality in Mind

Seite 34
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AI-assisted Safety Engineering

10/7/2026 © Fraunhofer IESEPage ‹#›

Use Cases and Research Areas

Use Cases Research Areas

▪ Smart Standards: From standards / 

regulations to project-specific 
requirements

▪ Smart HARA/TARA: From hazards to 
critical scenarios

▪ Smart Test Cases: From safety 
requirements to test cases / code 

assertions

▪ Smart Traceability: From unstructured 

legacy safety artifacts (e.g. Excel) to 

tool-overarching traceability analyses

▪ More efficient and effective safety 

engineering processes with AI

▪ „Safe“ Engineer-AI Collaboration 

Architectures

▪ Uncertainty Quantification of LLM 

output

▪ Risk-based qualification of AI tools 

considering applicable standards 
like ISO/IEC CD TS 22440-1
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Digital Dependability 

Identities (DDI)
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(Automotive) safety engineering in the future

Explicit Safety 
Argument

ISO 26262

Where is 
confidence 
specifically 
needed for 

given system?

Project Context

Tailored OEM system 
safety processes  per 
project complexity

Formally 
defined 

interfaces

Tailored supplier safety processes

Item is functionally safe in its 
operating environment

Digital Dependability Identity

Subsystem 1 
DDI

Subsystem 2 
DDI

Continuous 
model-based 
safety case

public47

Armengaud, Eric, et al. "DDI: A novel technology and innovation model for 
dependable, collaborative and autonomous systems." 2021 Design, Automation & 
Test in Europe Conference & Exhibition (DATE). IEEE, 2021.

Schneider, Daniel, et al. "WAP: digital dependability 
identities." 2015 IEEE 26th International Symposium on 
Software Reliability Engineering (ISSRE). IEEE, 2015.
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48

DDI (and ODE) Details

Zeller, Marc, et al. "Open dependability exchange metamodel: a format to 
exchange safety information." 2023 Annual Reliability and Maintainability 
Symposium (RAMS). IEEE, 2023.
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SICK: Modular and safe function blocks in CPS scenarios

07.10.2026 © Fraunhofer IESESeite 49

Reuse of modular function blocks in different application contexts and on different sensor hardware

safeTbox models: Service Architecture, 

CFTs, Modular Safety Concept, GSN 

Argument Fragment

ConSert Know-How 

for modular safety 

architectures

External: Use Case 

Description

Consert Engineering Case Study for 

safe modular function blocks for 

sensors in the industrial automation 

context

MBSA Know-How

Robot cell with velocity 
sensitive protective field

Collaborative Robot 
with adaptive speed

• Goal: Facilitate reuse of function blocks 

through modularizing architecture based 

on services and safety artifacts based on 

ConSert engineering methodology
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Dynamic Risk Management 

07.10.2026 © Fraunhofer IESESeite 50
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Dynamic Risk Management @ Fraunhofer IESE
15 years research trajectory in assurable simtime/runtime dynamic risk monitoring models

Field Evidence &

Environmental 
Changes

Assured Runtime Safety 
Models + Inference 

Mechanisms 

Model-based 
safety 

engineering 
@ Design 

Time

Dynamic Risk  
Management 

@ Runtime

Schneider, Daniel, et al. "Dynamic risk management in cyber physical 
systems." Engineering Safe and Trustworthy Cyber Physical Systems: 
Essays Dedicated to Werner Damm on the Occasion of His 71st 
Birthday. Cham: Springer Nature Switzerland, 2025. 127-146.
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Automated Driving Function

Nominal Function

Dynamic Risk Management – Making systems safety-aware

Dynamic Risk Management

Plan Act

Prediction 
Horizon

Assess 
Behavior Risk

Assess Safety 
Capabilities

Control 
Residual 

Risk

Assess System 
Limits

Safety

Performance

Safe 
Sense

Safety-relevant features

Performance-relevant features

Safe & Performant Behavior

https://www.youtube.com/watch?v=HY9NrJHLxRI
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Automated Driving Function

Nominal AD Controller

DRM

Sense Plan Act

Assess 
Behavior Risk

Assess Safety 
Capabilities

Control 
Residual 

Risk

Monitor ODD 
Exit

Intended 
Behavior

Dynamic Risk Assessment (with SINADRA)

o Risk Causality Model describes which 
situation parameters influence risk 
likelihood and consequence severity 

o Runtime model based on Bayesian 
network for dynamic risk inference 
considering uncertainty propagation

RISK ?

DYNAMIC RISK MANAGEMENT FOR AUTONOMOUS SYSTEMS

Reich, J., Wellstein, M., Sorokos, I., Oboril, F., & Scholl, K. U. 
(2021, September). Towards a Software Component to 
Perform Situation-Aware Dynamic Risk Assessment for 
Autonomous Vehicles. In European Dependable Computing 
Conference (pp. 3-11). Springer, Cham.

https://www.youtube.com/watch?v=jBhajFK1E1cI Reich, J., & Trapp, M. (2020, September). SINADRA: 

towards a framework for assurable situation-aware 

dynamic risk assessment of autonomous vehicles. 

In 2020 16th European Dependable Computing Conference 
(EDCC) (pp. 47-50). IEEE.



- Public -

Autonomous shuttle operation in semi-structured pedestrian zones

07.10.2026 © Fraunhofer IESESeite 54

Dynamic Risk Assessment for a Campus Shuttle 

• Operation on campus, city center zones, i.e. 

semi-structured environments

• Issue: Freezing robot problem 

• Cause: Too conservative dynamic risk assessment

• Effect: False positive safety interventions

• Solution: Enable system to judge risk of 

pedestrian more intelligently by using improved 

situational awareness (=Situation-Aware 

Dynamic Risk Assessment)

© Robotics Research Lab, TU Kaiserslautern
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SINADRA Risk Decomposition Concept

07.10.2026 © Fraunhofer IESESeite 55

Dynamic Risk Assessment for a Campus Shuttle 

Risk of pedestrian collision when 
continuing with current speed

Situation 
Exposure

Actor 
Controllability

Severity

Risk-relevant 
behavior likelihood

Macroscopic risk-
influencing 

situation features 

Expected pedestrian 
presence on campus

University lecture 
times

AV Driving 
Speed

Time of Day

Attention
Localize 

AV
Predict AV 
behavior

Plan & Execute 
ped. behavior

Indicate ped. 
behavior

Audiovisual 
Distraction

Perception 
Area Limit

Ped. View 
Direction

Cellphone 
Usage

Eye Gaze 
Direction

Explicit 
right of 

way comm.

Hand 
Gesture

…

Risk Parameter

Explainable intermediate 
risk influence concepts

Concrete detectable risk-
relevant situation features

Actor Controllability 
Capability Model
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Automated Driving Function

Nominal AD Controller

DRM

Sense Plan Act

Assess 
Behavior Risk

Assess Safety 
Capabilities

Control 
Residual 

Risk

Monitor ODD 
Exit

Intended 
Behavior

Capabilities ?

Dynamic Capability Assessment (with 
Conditional Safety Certificates)

o Modular safety concept variant 
runtime models

o Algorithms for runtime composition 
and safety guarantee evaluation

o Supports heterarchically structured 
systems

DYNAMIC RISK MANAGEMENT FOR AUTONOMOUS SYSTEMS

Reich, J., Gerber, P., Laxman, N., Schneider, D., Ogata, T., Otsuka, S., & 
Ishigooka, T. (2022). Engineering Dynamic Risk and Capability Models to 
Improve Cooperation Efficiency Between Human Workers and 
Autonomous Mobile Robots in Shared Spaces. In International Symposium 
on Model-Based Safety and Assessment (pp. 237-251). Springer, Cham.

Schmidt, A., Reich, J., & Sorokos, I. (2021, September). Live 
in ConSerts: Model-Driven Runtime Safety Assurance on 
Microcontrollers, Edge, and Cloud Practical Experience 
Report. In 2021 17th European Dependable Computing 
Conference (EDCC) (pp. 61-66). IEEE

Schneider, D., & Trapp, M. (2013). Conditional safety 

certification of open adaptive systems. ACM 

Transactions on Autonomous and Adaptive Systems 
(TAAS), 8(2), 1-20.
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Demonstration of Dynamic Capability Assessment for cooperative platooning

Platooning 
Controller

Runtime 
Safety 

Supervisor

Environment & 
Dynamics 
Simulation

CARLA

https://www.youtube.com/watch?v=Vdn-TCGxzgA

public57

https://www.youtube.com/watch?v=Vdn-TCGxzgA
https://www.youtube.com/watch?v=Vdn-TCGxzgA
https://www.youtube.com/watch?v=Vdn-TCGxzgA
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Hitachi 2021/22/23: Safety of Autonomous Mobile Robots in Smart Logistics

07.10.2026 © Fraunhofer IESESeite 58

Method transfer for engineering dynamic CPS safety concepts for human-machine cooperation

https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html 
Reich, Jan, et al. "Engineering dynamic risk and capability models to 
improve cooperation efficiency between human workers and 
autonomous mobile robots in shared spaces." International 
Symposium on Model-Based Safety and Assessment. Cham: Springer 
International Publishing, 2022.

https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html
https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html
https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html
https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html
https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html
https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html
https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html
https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html
https://www.iese.fraunhofer.de/de/customers_industries/hitachi-success-story-autonome-roboter.html
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Automated Driving Function

Nominal AD Controller

DRM

Sense Plan Act

Assess 
Behavior Risk

Assess Safety 
Capabilities

Control 
Residual 

Risk

Monitor ODD 
Exit

Intended 
Behavior

ODD ?

Dynamic ODD Monitoring

o Definition: SAE J3016
o Language: OpenODD
o Content: BSI/PAS 1883
o Process: AVSC
o Runtime monitoring of ODD 

potentially integrated with DRA and 
DRC

DYNAMIC RISK MANAGEMENT FOR AUTONOMOUS SYSTEMS

Gyllenhammar, M., Johansson, R., Warg, F., Chen, D., Heyn, H. M., 

Sanfridson, M., ... & Ursing, S. (2020). Towards an operational design 

domain that supports the safety argumentation of an automated 

driving system. In 10th European Congress on Embedded Real Time 
Systems (ERTS 2020).

Koopman, P., & Fratrik, F. (2019). 

How many operational design 

domains, objects, and 
events?. Safeai@ aaai, 4.

Czarnecki, K. (2018). „Operational Design Domain 

for Automated Driving Systems. Taxonomy of 

Basic Terms “, Waterloo Intelligent Systems 

Engineering (WISE) Lab, University of Waterloo, 
Canada.



- Public -

—
Predictive Autonomy Lab – Overview

24.03.2026Seite 60 © Fraunhofer IESE
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Empirical Causal Driver Behavior Research Platform
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Predictive Autonomy Lab @ Fraunhofer IESE
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Experimental Workflow

Simulation Data

Human Subject 

Observation Data

Researcher 
with tools

Simulation 

Configuration

Safety-relevant 

Scenarios

IESE Technology (e.g. 

ADAS, DMS, ADS)

Subject 

Selection

DATA GENERATION

Research Hypothesis 

based on relevant 

aspects for safe ADAS 

supervision and ADS

DATA ANALYSIS

PROBLEM

Situation-specific 
Human Behavior Model

Research Hypothesis 
Evaluation

SOLUTION

Intelligent DMS, DRM-
Component, Environment 

Simulation Model

▪ Traffic law

▪ Safety engineering competence

▪ Use case + system + domain experts

▪ …

Our Focus: Problem and Hypothesis Definition 

motivated by Safety Engineering
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Predictive Autonomy Lab

24.03.2026 © Fraunhofer IESESeite 63

Components

Eye-Tracker Infrared-Marker

Physiological Sensors + SW

3xWebcam

Microphone

VR-Glasses HTC VIVE Focus Vision

Pedestrian Platform Omni One

HTC VIVE Tracker 

D-Lab Sensorfusion Platform

Driving Simulator HW + SILAB SW
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Ensuring safety of systems 

with ML components

07.10.2026 © Fraunhofer IESESeite 64
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Safety challenges
Two key issues

Typically, a sound requirements specification is missing 

▪ There will be training data and maybe a partial requirements specification

▪ This is not very surprising, because ML is particularly attractive to address 

problems where it is hard to come up with a sound specification (e.g. camera-

based object classification)

▪ This complicates V&V and the generation of sound evidence for a safety 

argument

In addition, proper analysis and verification is difficult due to a lack of 

explainability

▪ A Blackox: Established WhiteBox Techniques (such as Inspections, 

Walkthroughs) not applicable

▪ Apparently insignificant changes at the inputs can lead to very significatn 

changes at the output

1.) no adequate specification

„BlackBox“

2.) not human readable

?

?

?

?

?

?

?

?

?

?

?

?



- Public -

Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

Building blocks for a safety concept

Output with 

safety requirement
ML-based perception component

ROBOT SYSTEM
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Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

Building blocks for a safety concept

Output with 

safety requirement

Assuring the ML component

ML-based perception component

ROBOT SYSTEM
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Starting points for assuring DL components 

◼ Methods and techniques for analyzing and hardening (zB: XAI)

◼ For example, in case of object classification and conv nets, you can improve the performance of the NN by using 
techniques such as heatmapping or GradCAM, but you cannot assure it will always work

◼ I.e. you cannot prove that every classification will be correct

◼ In general, guidance is required wrt. adequacy of techniques and generated evidence
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Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

Building blocks for a safety concept

Output with 

safety requirement

Assuring the ML component

ML-based perception component

Parallel specialized channel for e.g. dealing 
with uncertainties of the ML comp

ROBOT SYSTEM



- Public -

Neuro-symbolic AI 
Combining ML/neural AI with complementary approaches

◼ Combination of neuro AI and symbolic (AI) approaches 
to benefit from complementary strengths and 
weaknesses

◼ Endless possibilities to combine approaches

◼ From a safety perspective, e.g. using a combination of a 
neural network and a decision model or a FSM could be 
interesting (to better link to a safety argumentation)

◼ Open (research) questions:

◼ Which approaches to combine for a specific 
purpose?

◼ How to integrate specific neuro and symbolic 
approaches?

◼ …

N
E
U

R
O

S
Y

M
B

O
LIC

C
o

n
te

x
t 

/ 
In

p
u

ts

O
u

tp
u

ts

Symbolic Model Assurance Case

Neural Network / Learned Model



- Public -

Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

IESE Approach: Uncertainty Wrapper

71

Quality  Impact Model

Data-Driven Model

Input

𝑖𝑛 𝒐𝒎 𝑒. 𝑔. , 1

ෝ𝒖𝜶 𝑒. 𝑔. , 32%

Uncertainty

Scope Compliance Model

GPS Signal

Outcome

Size / Growing state, 
Illumination,… 

Uncertainty due to

(1) inherent limitations of the 
learned model,

(2) limited input quality
(growing state, illumination etc.)

(3) deviations from target 
application scope

Uncertainty wrapper

Kläs, M., & Vollmer, A. M. (2018). How Good is 
Good Enough? Dealing with Uncertainty in 
Data-driven Models. 5th Fraunhofer IESE – TNO 
ESI Workshop on model based Systems Engineering. 
Kaiserslautern, 22.01.2019.

Kläs, M., Sembach, L. (2019) "Uncertainty Wrappers 
for Data-driven Models -Increase the Transparency 
of AI/ML-based Models through Enrichment with 
Dependable Situation-aware Uncertainty 
Estimates," WAISE 2019.

Gerber, P., Jöckel, L., Kläs, M., "A Study on 
Mitigating Hard Boundaries of Decision-Tree-
based Uncertainty Estimates for AI Models," 
SafeAI 2022.

Making uncertainty explicit
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Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

𝑑 > 𝑑𝑠𝑎𝑓𝑒

Reference Project BOSCH – Friction analysis and distance control

E

safety constraint

𝑑𝑠𝑎𝑓𝑒 = 𝑣𝐹 𝜌 +
1

2
𝑎𝑚𝑎𝑥,𝑎𝑐𝑐,𝐹 𝜌2 +

𝑣𝐹 + 𝜌 𝑎𝑚𝑎𝑥,𝑎𝑐𝑐,𝐹
2

2𝑎𝑚𝑖𝑛,𝑏𝑟𝑎𝑘𝑒,𝐹
−

𝑣𝐿
2

2𝑎𝑚𝑎𝑥,𝑏𝑟𝑎𝑘𝑒,𝐿
+

ቇ𝑎𝑚𝑎𝑥,𝑏𝑟𝑎𝑘𝑒,𝐿 = mi n(
𝐹𝑏,𝑡𝑟𝑎𝑐𝑡𝑖𝑜𝑛,𝑙𝑖𝑚𝑖𝑡,𝐿

𝑚𝐿
,
𝐹𝑏,𝑏𝑟𝑎𝑘𝑒𝑠𝑦𝑠𝑡𝑒𝑚,𝑙𝑖𝑚𝑖𝑡,𝐿

𝑚𝐿

𝐹𝑏,𝑡𝑟𝑎𝑐𝑡𝑖𝑜𝑛,𝑙𝑖𝑚𝑖𝑡 = 𝑚𝐿 ⋅ 𝑔 ⋅ µ𝐿 Those (und other) values of variables are 
affected by uncertainties
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IESE Approach: “SafeML”
Measuring similarity of training data and field data

https://github.com/ISorokos/SafeML

Aslansefat, K., Sorokos, I., Whiting, D., Kolagari, R. T., & Papadopoulos, Y. (2020, September). 

SafeML: Safety Monitoring of Machine Learning Classifiers Through Statistical Difference 

Measures. In International Symposium on Model-Based Safety and Assessment (pp. 197-211). 
Springer, Cham.

◼ Challenge: How to monitor scope compliance ? How do 
we know we’re operating in the intended context ?

◼ Approach: SafeML uses statistical distance measures to 
evaluate ‘how far’ from our trained context are we 
currently operating in. If exceeding user-specified 
thresholds, alternative actions can then be employed.

◼ Benefits

◼ Monitor uncertainty of operational context 
compliance

◼ Maintain safe state by not trusting ML when out of 
intended context

Mohammed Naveed Akram et al.,  "StaDRe and StaDRo: Reliability and 
Robustness Estimation of ML-based Forecasting using Statistical 
Distance Measures," WAISE workshop 2022.

https://github.com/ISorokos/SafeML
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Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

Building blocks for a safety concept

Output with 

safety requirement

Safety Bag / Supervisor – simple and safe 

Assuring the ML component

ML-based perception component

Parallel specialized channel for e.g. dealing 
with uncertainties of the ML comp

ROBOT SYSTEM
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Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

Building blocks for a safety concept

Output with 

safety requirement

Safety Supervisor with Layers; from simple … 

Assuring the ML component

ML-based perception component

Parallel specialized channel for e.g. dealing 
with uncertainties of the ML comp

ROBOT SYSTEM

… to complex …

… to even AI- or ML-based
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Layered dynamic risk assessment concepts
USING AI TO IMPROVE SAFETY

“Conventional” last layer of 
defense

Static rules, high integrity 
sensors. Examples: Avoid self-
acceleration (during manual 
driving); Avoid differential 
torque higher than 1200 NM 

Rule-based dynamic risk 
management using 
vehicle sensors

Means to specify and 
implement safe behavior 
without considering every 
situation explicitly

Example: Risk metrics like 
time-to-collision etc.

(AI-based) situation 
aware dynamic risk 
assessment

ANN-based dynamic risk 
assessment

E.g. resembling an 
experienced human driver 
wrt the capability to identify 
potentially dangerous 
situations very early.
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Diesen Kasten nicht löschen (ist für die Funktion der Folie wichtig)

Complexity requires systematic approach

Output with 

safety requirement

Safety Supervisor with Layers; from simple …

Assuring the ML component

ML-based perception component

Parallel specialized channel for e.g. dealing 
with uncertainties of the ML comp

ROBOT SYSTEM

Complex Safety Concept

… to complex …

… to even AI- or ML-based
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ML Risk Acceptance Criteria and ML 

Assurance Case

◼ ML assurance approaches offer only partial answers, varying and 

incomplete coverage

◼ Top-level argument based on arguing over combined risk 

acceptance criteria

◼ Challenge: Traditional systems focus on As Low As Reasonably 

Practicable (ALARP) risk acceptance criterion

◼ Likely not sufficient for ML

◼ Solution: Combine with 

◼ Positive Risk Balance (PRB): risk of hazard < benefit of 

application, or, 

◼ Minimum Endogenous Mortality (MEM): risk of death by 

hazards

◼ Argue over system and ML development lifecycle

◼ UWs can be applied to bound uncertainty given confidence levels 

e.g. during Testing

Kläs, M., et al., "Using Complementary Risk 
Acceptance Criteria to Structure 
Assurance Cases for Safety-Critical AI 
Components," AISafety 2021.

Kläs, M. et al., “Integrating Testing and 
Operation-related Quantitative Evidences in 
Assurance Cases to Argue Safety of Data-Driven 
AI/ML Component,.” arXiv preprint 
arXiv:2202.05313.

Adler, R., Kläs, M., “Assurance 
Cases as Foundation Stone for 
Auditing AI-enabled and 
Autonomous Systems,“ HCII 
2022.

Groß, J., et al., "Architectural patterns for 
handling runtime uncertainty of data-driven 
models in safety-critical perception," 
SAFECOMP 2022.
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Tel. +49 151 649 530 70

daniel.schneider@iese.fraunhofer.de

Fraunhofer IESE

Fraunhofer-Platz 1

67661 Kaiserslautern

www.fraunhofer.de
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