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Fraunhofer-Gesellschaft
At a glance

Applied research focusing on key future-relevant technologies and the commercialization of findings in business and
industry. A trailblazer and trendsetter in innovative developments.

OO O
Chj Business volume of €3.6 billion

Contract research totaling

Approx. 32,000 €3.1 billion
employees :
Base funding from
— | Germany’s federal
<55 |EE and state governments
THH % Industrial contracts 30%
75 institutes o [ nfsaln and publicly funded
and research units research projects
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Fraunhofer-Gesellschaft
The Fraunhofer model involves generating at least two thirds of revenue from external sources

Industrial revenue Public project funding

I I

= Together, these revenue sources should l
account for at least two thirds of contract
research revenue

= Target: a balanced ratio

= Ensure stable institutional funding
(after adjusting for inflation)

= Annual increase of 3%
(Pact for Research and Innovation)

Institutional
base funding

—
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Fraunhofer-Gesellschaft
The Fraunhofer-Gesellschaft's global network

8 legally independent foreign

affiliates
1 opening soon

Active collaboration with

partners in roughly 90 countries

5 representative offices
build bridges to local markets

around the world

Boulde
San Jose @

Waterloo
Londor% Pittsburgh

East Lansing©
r® plymouth @

® Foreign affiliate
Center
Representative office
Innovation platform

ICON project
® R&D (miscellaneous)
O opening soon
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O Brookline
O Riverdale

Campinas@

Oslo
(]

Gl
&IV Aarhigh @ Gothenburg

Galway = .
@ Cambridge
® O Enschede

Brussel® Vienn® Ostrava
\l/Vattefns Q@
) Klagenfurt
Plouzané 2 Graz

Bol ar(?
0lzano @ Ravenna

Vga Real " @ arcelona
©Porto
l Naples @
Evora P
Tel Aviv @

Sao Paulo
@ Santiago de Chile
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Bengaluru @

Kanazawa
Beijing @ Seoul
Sejong —Tokyo
Naju Kyoto

@ Ulsan
Taichung

Singapordo®

Southport
o

Melbourne ®
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#WHATSNEXT

Applied research and technology transfer

Building a bridge to industry

= Application and transfer of new technologies
— transferring innovative concepts into practice

= Development of innovative solutions, contract research
in customer-individual projects

= Licensing of methods and tools
on the basis of innovative Fraunhofer technologies

= Potentials analyses, studies, and expert reports
from a neutral, independent perspective

= Seminars, presentations, and coaching
customized to your needs

= Strategic collaborations on key topics
along our competencies and focus topics
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Fraunhofer IESE

The Institute for Software & Systems Engineering

Our vision:
Dependable digital Systems.

Our mission:

Applied research for excellent, efficient software and systems
engineering. We develop leading-edge, dependable, and resilient
systems that increase the success of our partners.

S L &
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FRAUNHOFER IESE ORGANIZATIONAL CHART

EMBEDDED SYSTEMS
Dr. Thomas Kuhn

EMBEDDED SYSTEMS
ENGINEERING (ESY)

Dr. Martin Becker

VIRTUAL ENGINEERING (VE)
Dr. Pablo Oliveira Antonino

DEPENDABLE SYSTEMS
Dr. Daniel Schneider

DATA SCIENCE (DS)
Dr. Andreas Jedlitschka

SECURITY ENGINEERING (SE)
Denis Feth

SAFETY ENGINEERING (SAF)
Jan Reich

DIGITAL INNOVATION &

SMART CITY

Michael Eisenbarth &
Anne-Marie Kilpert

DIGITAL INNOVATION

DESIGN (DID)

Dr. Matthias Koch &
Patrick Mennig

ARCHITECTURE-CENTRIC
ENGINEERING (ACE)

Dr. Frank Elberzhager (act.)

SMART CITY DESIGN (SCD)

Dr. Matthias Berg

COMMUNICATIONS &
CENTRAL SERVICES

Nicole Spanier-Baro

Ralf Kalmar

CORPORATE
COMMUNICATIONS &
TECHNOLOGY MARKETING

Gerald Swarat

ELECTRONIC LIS &
MARKET RESEARCH

ADMINISTRATIVE MANAGEMENT

BUSINESS DEVELOPMENT

BERLIN CONTACT OFFICE

IT-SERVICES

DIGITAL TWIN
ENGINEERING (DTE)
Frank Schnicke DIGITAL HEALTH SMART CITY ENGINEERING (SCE)

ENGINEERING (DHE) Balthasar Weitzel FACILITY MANAGEMENT

Prof. Dr. Theresa Ahrens
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Division »Dependable Systems«
Overview
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DSYS at a Glance

Four complementary departments with a shared dependability focus

Division DSYS key features
= DSYS combines four complementary departments:
three addressing key dimensions of dependability and Digital

Health Engineering applying them in a critical domain.

= A distinctive competence portfolio builds on a strong
research track record across these fields..

= Strong research, industry and policy networks support
scientific excellence, standardization and transfer.

= Dependability is becoming essential for future critical
systems, while major research challenges remain unresolved.

= This creates a focused and coherent division that contributes
directly to the IESE mission and strategic priorities.

Page 15 10/7/2026 © Fraunhofer IESE - Public -

Data Science:
Dependable and certifiable Al;
Al for Software & Dependability Engineering.

Safety Engineering:
Model-based Al-supported Safety Engineering;
Safety assurance for connected automated systems.

Security Engineering:
Cybersecurity and data sovereignty;
Al-supported Security Engineering + Al-supported Compliance

Digital Health Engineering:
Digital Health solutions with a focus on Dependable Al and
Interoperability

\

~ Fraunhofer

IESE



Collaboration within DSYS Creates Distinctive Strengths
Integrating Safety, Security, Data Science, and Digital Health

Al-powered Dependability Engineering with special focus on Safety and Security Engineering

= AI4SE is a natural topic for us as SE institute and now becoming a prime objective with the focus shift towards efficient software engineering;
= DSYS has a strong portfolio of collaborative projects, including MedSafe, TITAN, Al4SDV, MOD2SDV, and upcoming IPCEI Al projects.

Dependable Al, developing technologies for dealing with uncertainties

= Multiple departments jointly contribute to dependable Al through UncertAlnty, FHIRStarter, PETRA, Safe Al Engineering, MedSafe, TITAN, IPCEI Al,
Q-Al, and FCAS.

= \We are heavily engaged in standardization wrt Al uncertainty (ISO/IEC TS 25223 in particular)

= The strategic objective is a shared Al Uncertainty Management toolkit applicable for both, AI4SE as well as assuring Al in autonomous systems

Safety-Security Co-Engineering

= SmS conference at IESE & series of projects with significant volume in research and industry
= Presently writing a Whitepaper with an influential standardization group (SmS, Safe Al and DE-AISI)

_—
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Cross-Divisional Collaboration Creates Greater Impact
Combining complementary capabilities in strategic application domains

Autonomous Systems, Autonomics, and Robotics

= |[ESE has a long track record in dependable autonomous systems, complemented by several current industry projects such as
current projects with Huawei, TIER IV, ARTC, Hitachi

= Joint activities across divisions combine Safety, Security, Data Science, architectures, digital twins and virtual engineering.

= Projects such as MOD2SDV demonstrate the value of combining these capabilities around shared system challenges.

Pharma 4.0

= A growing project portfolio includes ATMP, RNAuto, Vimoprop and, presently the IHI project Easygen.

= The joint focus is on higher levels of automation in pharmaceutical production, particularly quality assurance and quality
management.

= Collaboration combines Safety Engineering and Digital Health expertise from DSYS with Virtual Engineering and digital-twin
capabilities from other divisions.

\

Page 18 10/7/2026 © Fraunhofer IESE - Public - % Fraunhofer

IESE



Model-based
Safety(&Security) Engineering

—
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Typical Safety Engineering Tool Landscape

Hazard analysis and risk
. assessment (HARA) Fault Tree analysis

.leu_Kai_slllnIu.y_"jc'gbIe—base"cvi_‘i e.g. Isograph FaultTree+

System A

Safety Case

\m{ ;

Functional and Architecture Design

Safety _ _
requirements (Safety measures) with UML Diagrams
UNIFIED o

pTC > MODELING o —
LANGUAGE .
Dependencies between contents

IBM Ratlonal )
of different documents

Safety concept
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Domain ontology

Integrated model-based Safety Engineering . o W e

=i oLl S, =y
Safety concept & safety case -'m - [T L W
Documentation through (GSN) Sy L M| TS el A
e E g T - - TRE
Hazard and Risk Assessment = _'__!__ e e T B
(HARA) S ey = i =m me
- i Sed i —— .
e P - = ;;"J'f*':j il
| = et = /; #2 ol - i m = S
/ Modular component-integrated
failure modeling with Component
Fault Trees (CFT)
M Integration of the safety artifacts in a model -
repository
W Formal traceability
M Reusability of elements
® View tailoring e )

—
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Safety Engineering with safeTbox Safety Goal
Hazard and Risk Assessment (HARA)

wGoal»
(5G_04) Unintentional acceleration (without
unstable driving dynamics)should be prevented

Safety Engineering Lifecycle

| — | HARA Assumption
Supports Hazard

(AS5_B4) AS5_B4

]
- AS5_84: Basic considered impact due to the
= failure of the speed limit in the reverse travel in
«Hazards n B . .
del n | | the assessment of the situation and the figure
H_ED_09) Missing delay wit - . -
(RRERI00) 2 ¥ - on the safety goal is the unintentional
n P d f d H A RA T | f A 1 D 1 reduced requested total torque -. acceleration that the driver does not expect due
redetine emp ate tor Automotive Domain . X
- to the trained Exper...
' n
accoraing to .
n
. . ‘ L] A
= Functional Hazard Analysis (FHA ' : :
unction Zar n I e, . os*
" .
oy L e®
. PR . . . LY ™1 . . H
= (Catalog definition for HAZOP guide words and Situations L »** Element g t
inition for uide words and Situation ement generation
Edit Inset Format Window safeTbox
R . I 9 ™| Format SegoeUl -9
(Driving and standing) b .
"
. 1
2 Hazard ID H_ED_01
= Risk Assessment , . N i
Free. g torg
N level) Failure Mode not  No hazard / not without loss of without driver's
safety-relevant stability request)
15 |edeFHA_ Torque request is being Acceleration occurs
011 FGSM2F1 Realize torque request Early implemented too soon unexpectedly Equal to Unintended
3) No torque on request /
delayed torque
Key Featu res corresponds to loss of /
missing engine power
a.1) Driver may over
accelerate and sudden
high unwanted
© acceleration (greater than a.1) In driving tests it
originally intended) as 3 has been proven that
result of the the unintentional
- T bl b d U | . . . implementation of the  acceleration does not
- torque requestb) No lead to a loss of
able-base Intuitive
decrease of the torque  consequence to a loss.
. . ede FHA_ Torque request is implemented with when releasing the of stability (see [DT1] -
012 FGSM2F1 Realize torque request Late delay. accelerator see AN131) a)
= Modeling elements can be reused in UML or safeTbox
no start passible b)
. Driving: b.T) Loss of /
. Driver requests 3 sum torque, but  missing engine power, if
I a ra ' ' IS ede FHA_ Jess torque is provided than expected necessary with b.2) Delay
013 FGSM2F1 Realize torque request Less / requested. ¢) Driving: Breakdown b.1)
&) In driving tests it was|
. . proven that the
unintentional
= Validation check (for completeness) ;
a) Standing: Jerky fast lead to a loss of
Driver requests a sumtorque, buta  start (Jump Start')b)  traction and its
ede FHA_ stronger moment is provided than  Driving: Sudden jerky  consequencetoa loss
014 FGSM2FI  Realize torque request More expected / requested. acceleration of stability .
4 4 v 1 |dp| Covershect | History | Inormation | Functions | FHA | Situations Driving | Siustions Sianding | Risk Assessment
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Safety Engineering with safeTbox
Architecture design

Supports

= Generic representation

= Functional, logical & technical architecture

= Focus in the interaction with safety engineers

= Complexity handling though model
hierarchization

= Variability through realization views

= Reuse through instantiation

Key Features

= Type-instance consistency
= Formal allocation to failure models

23 07.10.2026 offentlich

«Component Instance»

: RotordngleSensor
RotorAngle .

«Component Types
E-Drive

- Public -

O
O
Component Inst;
PhaseCurrents:
Ph seCurrenE’
IL_A> 2
«Component Types
MicroController
RotorAngle
£ RotorAngl «Component Instance»
:l H :TorqueController
PWM
TorqueReference
:l TorgueReferel PWM H .
PhaseCul ts
PhaseCurrents
SO
E:J «Component Instances Shut-off
CurrentsPlausiCheck Shut-off
PhaseCurrents - = .
(=) (=)
o0
—
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«Component Typex»
MicroController

Safety Engineering with safeTbox W;Zar ==
Fault analysis with (CFTs), we use this A LOT -y

‘ 1 Safety Ei ing Life le
o Shut-off FM PWM Fh, fety Engineering Lifecycle
s S : «CFT»
—  — — ‘ MicroController
Shut-off FM

A

T

«CFT Instancex

Supports Mapping between

«CFT Instance»
: TorqueController

RotorAngle tee high

A A\ A ©e
functional ports and ET T
= Component Fault Trees failure modes 1 T
= Qualitative + Quantitative analysis oo
. ™, . . | X Ay
= Variability, reuse as in the architecture = L
' Torquecontfoller 1 1 TorqueReference
d es I g n ‘pwmmn high F tom.:‘ 'i‘ oo
= SysML-Support CFT <-> SysML Block 0—
Key Features -
= Interface consistency between Eé
Architecture and Fault model e S L o S—
= |ESE analysis engine el
oo = it o= et
TornueR%'!eren:e Rotor:AT\gle Phase[#\{rrents A —N
too jigh too igh too high
O 0 0 o0 =

\
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Safety Analysis features

= CFT Analysis Result Viewer

=

. , . Element of interest Acceleration FM : Value too high w Clone dialog Show negative implicants
. Q u a | Itatlve An a |yS I S Occurrence probability 31504 Mission time |1 Hour | [] Show Identifier
o . Prime implicants
Minimal Cut Sets Analysis BT
. ' . #  Order Probabiity Importance Prime implicant 2
| Quantltatlve Ana|y5|5 1 LEIE05 00935 ieml Faure
-- Algorithm wrongly implemented, Emergency Shut-Off Omission
HH 2 1.482E-04 ﬂ 34]85 Emergency Shut-0ff Omission, RotorAngle too high
TO p Eve nt p ro ba b I | Ity -l i ZM4BF-NR 4 PR4F-N3  Fmemency Shit-Off Omission Intemal SensarFailrs (ICCF Fyentd v
. i Individual implicant events BUIGGIE
Event importance analysis e |
. . # ID Postive Name Parent path Failure Distribution
C O m m O n C a use Fa I I U re An a |yS | S 1 True Algorthm wrongly implemented  E-Drive - MicroController - TorqueController  Fixed (Occumence Probability - 0,.463)
2 True Emergency Shut-Off Omission  E-Drive :: Emergency Shut-off Fixed [Occumence Probability : 0,00032)
. . |
M Integrated fault tree analysis with I[ESE's own [
engine or with the certified FTA tool Isograph Enerter o ler |
H  Ewvent name Fussell-Viesely Bimbaum  Parent path 2
Fa u |tTree+ 1 Emergency Shut-Off Omission 0.8525 1.4 E-Drive :: Emergency Shut-off
. 2 Algorithm wrongly implemented 0.3124 3.241E04 E-Drive :: MicroController :: TorqueController [¥]
. ReSU|tS aS excel export/mOdellng element [C] Create project backup | Create result artifact(s) Export to Excel Close
—
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Safety Engineering with safeTbox

Safety Concept / Case

Supports

= Safety Concept and Safety Case documentation based

on the Goal Structuring Notation (GSN) [1]
= Integrity level allocation

Key Feature: Formal Traceability to existing modeling

artefacts; e.g.

= HARA

= Architecture
= Fault model
= (ConSert

26 07.10.2026 offentlich

Safety-goal

[56._04) Unintentional acceleration (uithaut
nstable prevented

Argumentation
composition

High-Level

oo

\

[1] http:/Avww.goalstructuringnotation.info
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http://www.goalstructuringnotation.info/

Curious?

Free safeTbox download at https://www.safetbox.de
Visit our Blog

Please contact us under

safeTbox@iese.fraunhofer.de

Services
Integration of safeTbox into your toolchain
Trainings for safeThox
Customization

Methodical safety engineering support

27 07.10.2026 offentlich
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5 safel =
@é box /Fraunhofg;

ELASCC & BLOG © 02 JUNE

safeTbox V3.0 Official Release

Qgsafelbox V3.0

We are proud to announce the release of version 3.0 of our safety modeling tool
safeTbox™. In this version, the following capabilities have been added:

Modeling capabilities
Hazard and risk assessment (HARA)

In this version, we support hazard and risk assessment according to 1ISO 26262. This
supports the user in the following tasks

= Functional Hazard Analysis: For selected functions/components, the user can
perform a high-level fault analysis with the help of a configurable set of guide
words (e.g.. Omission, Commission....). This template allows the user to document
the effects of such failures and to determine whether they are safety-critical or not.
If they are, the user can also define and associate hazards with them.

Definition of hazardous events (HE). Given a set of hazards, the user can build
hazardous events by defining in which situations these occur. Moreover, the user
can also define a hazardous event's oCCUITence parameters (£.0., regarding the
frequency or the time domain) as well as the expected outcome (e.q., an accident).
This implementation also allows the user to define their own scenarios by
specifying situation groups (€.9., category Driving Location: highway (over 100
km/h), city (50 km/h),.._). The current template makes a clear differentiation
between driving and standing situations to simplify the analysis and configuration.

HOME BLOG LOGIN « REGISTER DOCU/SAMPLES

S0XTEAM B BLOG @ 05 MARCH 201

o

&S
safeTbox Licensing

safeThox™Licensing

From now on, any registered user (note: registration s free) will be able to download a
trial license that allows using the Full Edition of a Specific version of the tool for a period
of one (1) month and the Basic Edition until the next release. Upcoming releases are
generally planned for intervals of six to eight months. If an upcoming release is delayed,
the existing licenses will be extended accordingly, so that the user can keep working until

the next version is available

Read more ...
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IESE


mailto:safeTbox@iese.fraunhofer.de

Project Examples
Model-based safety engineering e.GO Life

Challenge
= Conduct the required safety engineering activities
as per 1SO26262 for a newly developed electric car

Contributions of SAF

= [tem definition

= Hazard and Risk Analysis

= Creation of a functional architecture

= Safety analysis on the functional architecture
= Development of the functional safety concept
= Partial development of the technical safety

= Validation goals

= Safety case

Customer Benefits / Results
= Creation of safety engineering work products
for the e.GO Life

-—
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Project Examples
Safety-Security for Major Automotive Industry Client

Challenges

= Development for recent ADAS and planning
ahead for Autonomous Vehicles

= Safety and Security co-engineering

= Comply with international automotive standards
incl. ISO 26262, 21434

= Integrate with EAST-ADL modeling language

- Public -

ADAS Use Case: CACC Platooning

https://www.fhwa.dot.gov/publications/resea
rch/operations/15032/index.cfm

SO 26262, 1SO 21434 V-Model Lifecycle

® Vehicle Phasev Integration
I S o Analysis Phase
Design Phase

Implementation Phase

Automotive System
Modeling Language

E/NST-ADL

= Fraunhofer
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https://www.fhwa.dot.gov/publications/research/operations/15032/index.cfm

PrOJECt Examples Prototype Model-Based Tool Support

Safety-Security for Major Automotive Industry Client @ Safe
— 55 Ibox

Key Results HARA, TARA, CFTs, FM(V)EA, GSN STPA
= Prototypical model-based tool support in ESEE 3l [*~~ “
SafeTbox

= Integrated Safety and Security Co-engineering
= HARA + TARA
= Systems-Theoretic Process Analysis

Figure 2.1: Overview of the basic STPA Method

" FMEA + FMVEA V-Model Lifecycle
= Component Fault Trees
= Assurance Cases via Goal Structuring Notation
= Support from item definition up to technical \I
design phase iplretaionprase (.
- Public- Z Fraunhofer
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Implementation of ISO/SAE 21434 “Road Vehicles — Cybersecurity Engineering”

Service / consulting / training

Target group Offerings

= Primary: Automotive manufacturers and automotive suppliers = Advising the customer on the implementation of the new standard

= Secondary: Companies that supply products and services with !AS\O/SAJ[EZZJ;T;ZL “Road vehicles — Cybersecurity engineering” (from
ugus

corresponding safety and security requirements ‘ , _ , , _ ,
= |ntegration of cybersecurity engineering with safety engineering

according to the companion standard ISO 26262 “Road vehicles —
Functional safety”
Customer challenges = In cooperation between Div1 and Div2, we offer tool support based
on the existing tool safeTBox
= Implementation of the ISO 21434 standard
References

I[ESE-Report 009.22/E “Threat Analysis and Security Requirements
Elicitation”

Huawei (TR 1.7 “Safety-Security-Co-Engineering”)

NewTec

Japan Manned Space Systems Corporation (JAMSS)

_—
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Network-based Penetration Testing
Service

Target group

= Companies that are not sure whether they are vulnerable to external
attack and whether the security measures they have taken are
effective

Customer challenges

= Initial situation: Requirement from various standards and possibly
also from the company's own ISMS

= [ssues:

Lack of expertise, staff, and tooling to perform penetration tests
professionally

Lack of expertise and staff to remediate the identified findings

Page 32 10/7/2026 © Fraunhofer IESE

Offerings

= Independent and neutral determination of the current, externally
accessible attack surface

= Verification of the effectiveness of the implemented measures

= Proof of implementation and, if necessary, follow-up of such scans
incl. development

= Recommendations for implementation (guidance)

References

= Fraunhofer audits
= MBCC Group
= DAMOVO

N\
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Al-assissted Engineering
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Al for Software Engineering

QAI4SE
C ha ||eﬂgeS Human-Al Co-Engineering with Quality in Mind

= Performance, Quality & Security: A primary challenge is managing GenAl's output, which can lead to efficiency loss, poor
software quality, and the introduction of subtle but critical security vulnerabilities that are difficult for developers to detect.

= Compliance & Safety Certification: Flaws in GenAl work products complicate adherence to strict industry guidelines like
ASPICE or CMMI and create significant hurdles in the approval and certification process for safety-critical systems.

= Accountability & Tool Qualification: A key governance question is “who is responsible when Al-generated software fails?”.
This is linked to the lack of reliable methods to formally validate and qualify Al-based tools for use in professional, high-risk
environments.

= Data Privacy & Intellectual Property (IP): There is a major business risk in protecting proprietary source code from being
sent to third-party cloud services. This is compounded by the legal uncertainty surrounding the ownership and licensing of Al-
generated code. In addition, models trained on “unknown” data provide opportunities for attacks.

= Human Expertise & Skill Evolution: A critical task is redefining the essential competencies for professionals. This includes
finding ways to teach and maintain irreplaceable, foundational skills as the experience of building systems "from scratch"
becomes less common due to over-reliance on Al. Technical debt can become a major issue.

= Organizational & Financial Overhead: Beyond individual productivity, companies face a high total cost of ownership from
subscriptions and hardware. Furthermore, there is significant effort required to integrate, continuously monitor, and update Al
tools effectively within established development pipelines, corporate processes, and training programs.

\
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Al-assisted Safety Engineering

Use Cases and Research Areas

Use Cases

= Smart Standards: From standards /
regulations to project-specific
requirements

= Smart HARA/TARA: From hazards to
critical scenarios

= Smart Test Cases: From safety
requirements to test cases / code
assertions

= Smart Traceability: From unstructured
legacy safety artifacts (e.g. Excel) to
tool-overarching traceability analyses

Page b 10/7/2026 © Fraunhofer IESE
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Regulations & Standards

EEEEEEEERER

/ _________________ -~
I System Safety Case \
| Functions & System Safety | |
I Arcitecture é":ﬂ Argumentation | |

|
| &
I Hazards & System 1
I Risks Validation I
I / !
| Safety |

Concept Component 1

| Verification I
|

|
1 Safety |
I Architecture :
| | |
| SW/HW |
l Realization ]

%y

- Engineering & Assurance
Engineer Methods

- Public -

Experience.
Efficiency.

Excellence. ars

Research Areas

= More efficient and effective safety
engineering processes with Al

= ,Safe” Engineer-Al Collaboration
Architectures

= Uncertainty Quantification of LLM
output

= Risk-based qualification of Al tools
considering applicable standards
like ISO/IEC CD TS 22440-1

\
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Digital Dependability
ldentities (DDI)

—
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dublic

(Automotive) safety engineering in the future Item is functionally safe in its

operating environment

Tailored OEM system ‘
safety processes per e i -~
project complexity ,°  Digital Dependability Identity
. \
Development Lifecycle ! " Assurance — \
S Acerivectur - | I Biy:at:?;r Case Evidence :
Where is M e l ﬁ f :
ISO 26262 confidence - t | '\ [ Hazards & Whitebox ||
Specifical |y fnvplemenlallon I Risks Validation I
| / I
needed for . safety !
; , I Analysi Blackbox
given system? L el n ) et | el Validation | |
. |
Continuous | Safety fas :
SafetyEngmeerlngllfecycleForma|Iy mOdel'based l Concept V&V Concept | :
/.L_i&;f defined Safety case ‘\ SW/HW / ,’
- - > . Realization
e (= & interfaces _, S L’
/, ™ [ e e = = e o e -
= Expl ICI‘t Safety . 5 ‘ ‘
Argument = ==t S T o oo gt
/ 7 | N I System Case Evld-n ce ‘I I; System Case ) pl:::::':.”. ‘I
: Behavior rI;_‘:'TJq : : i 5‘:—&1 :
! 1! 1
' ( Subsystem 1 | ( Subsystem2 |
: DDI i DDI ]
Tailored supplier safety processes S =) . N =3 . -
Armengaud, Eric, et al. "DDI: A novel technology and innovation model for Schneider, Daniel, et al. "WAP: digital dependability ?
dependable, collaborative and autonomous systems." 2021 Design, Automation & - Public - identities." 2015 IEEE 26th International Symposium on % FraunhOfer

Test in Europe Conference & Exhibition (DATE). IEEE, 2021, Software Reliability Engineering (ISSRE). IEEE, 2015. IESE



DDI (and ODE) Details

[rcuzoame racage
— Base
Open , Dase -
Dependabili ) S 1 g g [
b ty Base ~  OMG SACM 2.0 DEIS e ) e e )
Exchange — www.omg.org/spec/SACM | A—)
W = e n Horizon 2020 LS s [UestEmn e e R
MetamOdel = www.deis-project.eu/ T T = T
(ODE) AssuranceCase TTEL
— ' Artifact s Sy Which ingredients are
oy T T mmmgl?ﬂ necessary to express
E i e Wil structured arguments of why
AP T S — =B generic evidence satisfies o EE— 3 (TR VR TN I
—C —— generic assurance claims? ‘ | e = =
concretizes arguments & 4 concretizes evidence = e gt 1 A
terminology for dependability for dependability A rgumentatlon
ODE::Process ODE::Product | HARA | TARA | —— e
Engineering || Certification Produces or | 1
Activity Activity e S | SystemDesign H FailureLogic | AttackTree l o) i) W) o) et
Dependability 4' SafetyConcept || SecurityConcept |
Standard T
How can coniirete dependability standard activities be 2o x x :
modeled solifying how dependability claims can be How are dependability r.n'odels ?emg suitable as covcrete evidence o i TPl el : o~
assured wilh concrete evidence from ODE::Product? for system dependability claims, expressed and interrelated? 3

CACM .
) AMASS

Assurance and Certification of CPS

= \/ECSEL . -Horizon o
—
. ) v

Zeller, Marc, et al. "Open dependability exchange metamodel: a format to
exchange safety information." 2023 Annual Reliability and Maintainability - Public -
Symposium (RAMS). |EEE, 2023.
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SICK: Modular and safe function blocks in CPS scenarios
Reuse of modular function blocks in different application contexts and on different sensor hardware

|
F1 F2 . .
Soierne e Cage //@ Consert EngmeermglCase Study for
Description Vraa = safe m'odular. functlgn blocks fgr
. _ sensors in the industrial automation
Robc_)t. cell with v_eloc_lty Collaborative Robot context
ConSert Know-How sensitive prote(tive field with adaptive speed

safeTbox models: Service Architecture,
CFTs, Modular Safety Concept, GSN
Argument Fragment

for modular safety
architectures

MBSA Know-How

':‘-'d'

-

AppPool
Goal: Facilitate reuse of function blocks r— PROGRAMMABLE
through modularizing architecture based
on services and safety artifacts based on wa |2
ConSert engineering methodology

B L,
AppStudio AppM:n:ger

SOFTWARE

= Fraunhofer
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Dynamic Risk Management @ Fraunhofer IESE
15 years research trajectory in assurable simtime/runtime dynamic risk monitoring models

Model-based

safety

engineering

@ Design
Time

o

-
7’

SafetyModels@DesignTime

- SafetyModels
@RunTime

\
F— Safety Dynamic \
Bel¥avior - Argument Risk Monitor ﬁl \
Structure | Concept | . I'[" Analyze ms"r Adapl':‘ar"tion !
S I Assured Runtime Safety | \) ( ) = I
Test o
Hazards & . | Models + Inference I Dependability™ I . .
zards & | Ev.d;nces | Mechanisms : Khowledge | II\),Iynamlc RISI;
! i ﬁ I anagemen
- / Validation & | | I - S I @R J i
Fallu-re Verification I I : % u ntl me
Logic concept . . T AN I'\ :
| Field Evidence & I 3 I
p— I 1 . U/ ' Execute I
Safety Derived I . \ \Monitor Events Adaptation ]
Concept Test Cases Environmental \
4 : Changes \ /
Safety / /

capabilities

Engineer

~

ot

Engineering &
Assurance Methods

o2

Environment

‘ safelsu er
) vis%r

~ Fraunhofer

IESE

Schneider, Daniel, et al. "Dynamic risk management in cyber physical
systems." Engineering Safe and Trustworthy Cyber Physical Systems:
Essays Dedicated to Werner Damm on the Occasion of His 71st
Birthday. Cham: Springer Nature Switzerland, 2025. 127-146.
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Dynamic Risk Management - Making systems safety-aware

Safety-relevant features

Automated Driving Function

Dynamic Risk Management

|

Performance-relevant features

https://www.youtube.com/watch?v=HY9NrJHLxRI

Safe
Sense

Assess

Behavior Risk

Assess Safety |
Capabilities

Limits

Assess System

Control
Residual
Risk

\

\ 4

Nominal Function

» Plan

-

Act

- Public -

===l
Ty
.,

(@)

Safety

Safe & Performant Behavior
» Prediction

Horizon

Fuel Economy

Performance

\
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DYNAMIC RISK MANAGEMENT FOR AUTONOMOUS SYSTEMS
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Dynamic Risk Assessment (with SINA

o Risk Causality Model describes which
situation parameters influence risk
likelihood and consequence severity

o Runtime model based on Bayesian
network for dynamic risk inference
considering uncertainty propagation

STy ™" 3 = A so i N\

3
%

/XN
X % . A X
O SO AR A

Reich, J., Wellstein, M., Sorokos, 1., Oboril, F., & Scholl, K. U. httpS://WWW.youtu be.ComlwatCh?V=thaiFK1 E1c] Reich. J.. &Trapp, M. (2020, September). SINADRA:

(2021, September). Towards a Software Component to
Perform Situation-Aware Dynamic Risk Assessment for - Public -

Autonomous Vehicles. In European Dependable Computing
Conference (pp. 3-11). Springer, Cham.

towards a framework for assurable situation-aware

dynamic risk assessment of autonomous vehicles. Fra un hOfer

In 2020 16th European Dependable Computing Conference IESE
(EDCC) (pp. 47-50). IEEE.




Autonomous shuttle operation in semi-structured pedestrian zones
Dynamic Risk Assessment for a Campus Shuttle

« Operation on campus, city center zones, i.e.
semi-structured environments

» Issue: Freezing robot problem
« Cause: Too conservative dynamic risk assessment
- Effect: False positive safety interventions

« Solution: Enable system to judge risk of
pedestrian more intelligently by using improved
situational awareness (=Situation-Aware
Dynamic Risk Assessment)

—
Seite 54 07.10.2026 © Fraunhofer IESE - Public - 7 Fraunhofer
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SINADRA Risk Decomposition Concept

Dynamic Risk Assessment for a Campus Shuttle

Ma;roscop!c risk- AV Driving
influencing Speed
situation features P
A

Expected pedestrian
presence on campus
A
University lecture Audiovisual Perception
times Distraction Area Limit

Explicit
A A T right of
. . . Ped. View way c‘?mm.
Explainable intermediate Direction
risk influence concepts A
4

Concrete detectable risk- . Cellphone Eye Gaze Hand

relevant situation features Time of Day Usage Direction Gesture
Seite 55 07.10.2026 © Fraunhofer IESE - Public -
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DYNAMIC RISK MANAGEMENT FOR AUTONOMOUS SYSTEMS
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Dynamlc Capability Assessment (with
Conditional Safety Certificates)

Assess
Behavior Risk ™

2% o%

o Modular safety concept variant

psess Safty ~ontro runtime models

Risk o Algorithms for runtime composition
Monttor ODD and safety guarantee evaluation

W N o Supports heterarchically structured

/////////////// i T B Behavior systems

/,' 4 \v ‘ X

Nominal AD Controller

AN gt &
25 ’
- K

4 g \‘ v
) SR ] SR v L4
/ ol g s ¢ A / ) V. a Y\ "o o R ), A,
Reich, J., Gerber, P., Laxman, N., Schneider, D., Ogata, T., Otsuka, S., & Schmidt, A., Reich, J., & Sorokos, I. (2021, September). L|ve Schneider, D., & Trapp, M. (2013). Conditional safety

Ishigooka, T. (2022). Engineering Dynamic Risk and Capability Models to in ConSerts Model-Driven Runtime Safety Assurance on certification of open adaptive systems. ACM

—
Improve Cooperation Efficiency Between Human Workers and Microcontrollers, Edge, and Cloud Practical Expgsjpnce Transactions on Autonomous and Adaptive Systems % Frau n hOfer
Autonomous Mobile Robots in Shared Spaces. In International Symposium Report. In 2021 17th European Dependable Computing (TAAS), 8(2), 1-20. IESE

on Model-Based Safety and Assessment (pp. 237-251). Springer, Cham. Conference (EDCC) (pp. 61-66). IEEE



Demonstration of Dynamic Capability Assessment for cooperative platooning

Platooning
Controller ##R0OS.org

Environment &
Dynamics CARLA

Simulation

Fuel Efficiancy Boost

Runtime
. Safety :2:ROS.org
Supervisor

https://www.youtube.com/watch?v=Vdn-TCGxzgA - Public- Z Fraunhofer

IESE
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Hitachi 2021/22/23: Safety of Autonomous Mobile Robots in Smart Logistics
Method transfer for engineering dynamic CPS safety concepts for human-machine cooperation

Worker: Inspect
luggage, Put slips

AFL: Transport
luggage from
carry-in

AMR : Transport
luggage through
area

Worst-case based
assumptions on behavior

Static Risk Area

-

Worst-case based
assumptions on capabilities

Dynamic Safety
Reasoning

\ Static Capability Area

https://www.iese.fraunhofer.de/de/customers _industries/hitachi-success-story-autonome-roboter.html
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Eye-contact / pays
attention to AMR

Dynamic Risk Area

/ ! Dynamic Capability Area

No internal failures,
sensor limitations, ...

"Engineering dynamic risk and capability models to

= Fraunhofer

Reich, Jan, et al.
improve cooperation efficiency between human workers and

Seite 58 07.10.2026 © Fraunhofer IESE
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DYNAMIC RISK MANAGEMENT FOR AUTONOMOUS SYSTEMS
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Language: OpenODD

Content: BSI/PAS 1833

Process: AVSC

Runtime monitoring of ODD
I — potentially integrated with DRA and
%2 En | Behavior DRC
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' ‘,', rly/’ o ' \ Nominal AD Controller
J j R . .

Assess
Behavior Risk ™

Control
Residual
Risk

R - Assess Safety
o ' Capabilities
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Gyllenhammar, M., Johansson, R., Warg, F., Chen, D., Heyn, H. M., Koopman P., & Fratrik, F. (2019) Czarnecki, K. (2018). ,Operational Design Domain

Sanfridson, M., ... & Ursing, S. (2020). Towards an operational design How many operatlonal design for Automated Driving Systems. Taxonomy of

domain that supports the safety argumentation of an automated domains, objects, and - Public - Basic Terms “, Waterloo Intelligent Systems % Fra un hOfer
driving system. In 10th European Congress on Embedded Real Time events?. Safeai@ aaai, 4. Engineering (WISE) Lab, University of Waterloo, IESE
Systems (ERTS 2020). Canada.



Predictive Autonomy Lab — Overview
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Empirical Causal Driver Behavior Research Platform

PREDICTIVE
AUTONOMY
LAB

\

|
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Py Our Focus: Problem and Hypothesis Definition
Predictive Autonomy Lab @ Fraunhofer IESE motivated by Safety Engineering
Experimental Workflow

_— PROBLEM
Simulation Q Research Hypothesis

| . a = Traffic law
Configuration based on relevant 20 - Safety engineering competence

Safety-relevant Subject IESE Technology (e.g. aspects.ff)r safe ADAS @B\ ey system + domain experts
Scenarios Selection ADAS, DMS, ADS) supervision and ADS .
Simulation Data _\@C

Jo & &

Research Hypothesis
=r 3 N

Evaluation

o
H Subject @
uman Subjec
Observation Data @D\ ﬂ SOLUTION

Researcher
with tools

Situation-specific
Human Behavior Model

—=
#

¥ Intelligent DMS, DRM-

DATA G EN ERATION DATA ANALYSIS Component, Environment

Simulation Model

\

_—
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Predictive Autonomy Lab
Components

Q

VR-Glasses HTC VIVE Focus Vision

Eye-Tracker Hlnfrared—l\/larker

( BioGraph )

HTC VIVE Tracker

INFINITI
Hautwiderstand-Sensor

Driving Simulator HW + SILAB SW Physiological Sensors + SW

PEAK CAN CARD
AUDIO SOURCES

CAN SNIFFER
MOBILEVE » SO MICROPHONES

3XW€‘bcam CAN BUS --..“"‘N‘=H<.!HHH]N\’1.‘«\5[”«,‘{4...'..' b

D-LAB

USB CAMERAS

RespiraTioN  MOTION
..... 1P CAMERAS
GPS TEMPERATURE =ii——1 e
EMG
ECG .
ERG i VIDEO 55 GRABBER
iy
asR SENSORCONNECT  **a,, HOK
s
CONNECT OGSt REMOTE EYE TRACKER

TCP/IP INTERFACE EYE TRACKING

Pedestrian Platform Omni One Microphone R r <

CONTEXTUAL HUMAN BRAIN RESEARCH,

D-Lab Sensorfusion Platform
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Safety challenges

Two key issues

|

Typically, a sound requirements specification is missing

»  There will be training data and maybe a partial requirements specification

» This is not very surprising, because ML is particularly attractive to address
problems where it is hard to come up with a sound specification (e.g. camera-
based object classification)

»  This complicates V&V and the generation of sound evidence for a safety
argument

In addition, proper analysis and verification is difficult due to a lack of
explainability

= A Blackox: Established WhiteBox Techniques (such as Inspections,
Walkthroughs) not applicable

»  Apparently insignificant changes at the inputs can lead to very significatn
changes at the output

| 1.) no adequate specification

NN Y Y Y Y

2.) not human readable

NN Y Y Y Y

- Public -

Z Fraunhofer
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Building blocks for a safety concept

ML-based perception component

\
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Building blocks for a safety concept

ML-based perception component

_—
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Starting points for assuring DL components

B Methods and techniques for analyzing and hardening (zB: XAl)

m For example, in case of object classification and conv nets, you can improve the performance of the NN by using
techniques such as heatmapping or GradCAM, but you cannot assure it will always work

l.e. you cannot prove that every classification will be correct

® In general, guidance is required wrt. adequacy of techniques and generated evidence

—
- Public- ~ Fraunhofer
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Building blocks for a safety concept

ML-based perception component

\
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Neuro-symbolic Al

Combining MU/neural Al with complementary approaches Neural Network / Learned Model
P
m .
c ¢ 5
® Combination of neuro Al and symbolic (Al) approaches =9 = = §-
to benefit from complementary strengths and O ¢&c o

weaknesses
Endless possibilities to combine approaches

From a safety perspective, e.g. using a combination of a
neural network and a decision model or a FSM could be
interesting (to better link to a safety argumentation)

® Open (research) questions:

Dedision tree fitted on training data ... =
= = - = -

Which approaches to combine for a specific

purpose? - ———
How to integrate specific neuro and symbolic ’ g
a p p ro a c h es ? " : = \va“f Specification | | Construction | | Analysis ‘ Testing Operation

JITOAINAS

Proportion of Cases
Fig. 3 A calibrated decision-tree-based quality impact model with confidence=.9999 and its eval-
uation, visualizing uncertainty estimates and certainty loss (cl) in comparison to DDM baseline.

Symbolic Model

\
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IESE Approach: Uncertainty Wrapper

Making uncertainty explicit

Size / Growing state, |:

Illumination,...

GPS Signal Quality Impact Model

Gerber, P., Jockel, L., Klas, M., "A Study on
Mitigating Hard Boundaries of Decision-Tree-
based Uncertainty Estimates for Al Models, "
SafeAl 2022.

in il A

/Uncertainty wrapper \

Outcome

d " eg,

Data-Driven Model
——

‘: e TR

>

>[:|—> oMme.g.,1

Uncertainty

u*e.g.,32%

k Scope Compliance Model

Klas, M., Sembach, L. (2019) "Uncertainty Wrappers

for Data-driven Models -Increase the Transparency

of Al/ML-based Models through Enrichment with - Public -
Dependable Situation-aware Uncertainty

Estimates," WAISE 2019.

Klas, M., & Vollmer, A. M. (2018). How Good is
Good Enough? Dealing with Uncertainty in
Data-driven Models. 5th Fraunhofer IESE — TNO

ESI Workshop on model based Systems Engineering.

Kaiserslautern, 22.01.2019.

Uncertainty due to

(1) inherent limitations of the
learned model,

(2) limited input quality
(growing state, illumination etc.)

(3) deviations from target
application scope

N\

Z Fraunhofer
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Reference Project BOSCH - Friction analysis and distance control

Don’t hit the car in front of
you

Based on commen laws of physics and a century of driving experience, new human drivers are
taught to leave enough space between themselves and the car in front of them in order to
provide enough time to react if the car in front were to suddenly brake. The Two Second Rule' is
an intuitive way for any human driver to leave a safe distance without needing to calculate the
velocities of both cars, the driver’s reaction time, and the front vehicle’s braking capability.

The AV, on the other hand, can be programmed to create and operate within a safe following
distance, based on the formula below.

d 1 2 (Vr + pamox) ? Vf2 ]
min = Vrp + S0P + -
? 2.5 min 2)8 max +

The moment the distance between the two cars is less than dmin, the AV brakes until a safe
following distance is restored, or until the vehicle comes to a complete stop, whichever occurs
first.

1 (UF + p amax,acc,F)z _

dsafe = |Vrp + 2 Amax,acc,F pz +

Fb,traction,limit,L Fb,brakesystem,limit,L

2amin,brake,F 2 amax,brake,L

Amax,brake,r,. — Ml n(
my,

Fb,traction,limit —m;, - g- Uy

safety constraint

oL

Those (und other) values of variables are
affected by uncertainties

\
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IESE Approach: “SafeML"
Measuring similarity of training data and field data

® Challenge: How to monitor scope compliance ? How do
we know we're operating in the intended context ?

m Approach: SafeML uses statistical distance measures to
evaluate "how far’ from our trained context are we
currently operating in. If exceeding user-specified
thresholds, alternative actions can then be employed.

B Benefits

Monitor uncertainty of operational context
compliance

Maintain safe state by not trusting ML when out of
intended context

[G&?ub https:/github.com/ISorokos/SafeML ]

Aslansefat, K., Sorokos, I., Whiting, D., Kolagari, R. T., & Papadopoulos, Y. (2020, September).
SafeML: Safety Monitoring of Machine Learning Classifiers Through Statistical Difference
Measures. In International Symposium on Model-Based Safety and Assessment (pp. 197-211).
Springer, Cham.

- Public -

CHE N i
UNIVERSITY “ TECHNISCHE HOCHSCHULE NURNBERG

OF HULL GEORG SIMON OHM

f f(x)dx

—p

Kolmogorov-Smirnov Distance

Maximum Distance (DOWN) «—

0.3} Maximum Distance (UF)
v

4 2 0 2 B 6 8 5 4 3 2

Mohammed Naveed Akram et al., "StaDRe and StaDRo: Reliability and
Robustness Estimation of ML-based Forecasting using Statistical
Distance Measures," WAISE workshop 2022.

Wasserstein Distance Cramer-Von Mises Distance

SafeML

Difference in
Cumulative Distribution

Kuiper Distance “unctions

2 3

\
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https://github.com/ISorokos/SafeML

Building blocks for a safety concept

ML-based perception component

Safety Bag / Supervisor — simple and safe

_—
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Building blocks for a safety concept

ML-based perception component

Safety Supervisor with Layers; from simple ...

\
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Layered dynamic risk assessment concepts
USING Al TO IMPROVE SAFETY

’—-s
/’ \\
o= Ty \

accident ‘

s
R
-
-
------------

e

—
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Complexity requires systematic approach

r——————————————

Complex Safety Concept I

ML-based perception component

Safety Supervisor with Layers; from simple ...

N\
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= - - Eﬂ::et:d claim Sufficiently safe
ML Risk Acceptance Criteria and ML | | )
Assurance Case AL reated strategy =
acceptance criteria

p

_—

M Argue over system and ML development lifecycle

Analysis Data Test Data
Lifecycle Lifecycle

appropriate data Training Data

B UWs can be applied to bound uncertainty given confidence levels Lifecycle
. . ~
e.g. during Testing '

. . Target is
) ) Claims making ( ( ) .
B ML assurance approaches offer only partial answers, varying and sk acceptance | T Uty ek l6 a6 lowas Quantitative safety derived
. e - reasonable practicable target is satisfied from PRB
incomplete coverage criteria explicit | | J \ | /\_ or MEM
B Top-level argument based on arguing over combined risk Strategy to argue [, | ) ( )
acceptance criteria completenessof NS Argue about relevant
refinement lifecycle phases lifecycle phases
" . o
®  Challenge: Traditional systems focus on As Low As Reasonably
Practicable (ALARP) risk acceptance criterion Al lifecycle
_ o phases
Likely not sufficient for ML
B Solution: Combine with Specification | | Construction Analysis Testing Operation
Positive Risk Balance (PRB): risk of hazard < benefit of i ~ :
application, or, with quality assurance ' Data Flow :
measures (founded on | :
Minimum Endogenous Mortality (MEM): risk of death by appropriate datasets) < :
hazards Data lifecycle with Trgi"ting |
measures to assure ata :

Klas, M. et al., “Integrating Testing and Adler, R., Klés, M., “Assurance GroB, J., et al., "Architectural patterns for Klas, M., et al., "Using Complementary Risk

Operation-related Quantitative Evidences in Cases as Foundation Stone for handling runtime uncertainty of data-driven Acceptance Criteria to Structure ?

Assurance Cases to Argue Safety of Data-Driven  Auditing Al-enabled and models in safety-citiblicperception, " Assurance Cases for Safety-Critical Al % Fra un hOfer
Al/ML Component,.” arXiv preprint Autonomous Systems,” HCIl SAFECOMP 2022. Components," AlSafety 2021. IESE

arXiv:2202.05313. 2022.
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Dr. Daniel Schneider

Division Dependable Systems

Tel. +49 151 649 530 70
daniel.schneider@iese.fraunhofer.de

Fraunhofer IESE
Fraunhofer-Platz 1
67661 Kaiserslautern
www.fraunhofer.de
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